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A team of UCSB scientists is
developing software with money
fromthe U.S. Departmentof Defense
thatcould eventually protectsome of
the nation’s critical military com-
puter systems from terrorists.

Their program could one day be
implemented at private and gov-
ernment networks around the globe.

“'m not the only person who
thinks the next terrorist threat is
probablygoingtobe acyber-terrorist
threat,” said Richard Kemmerer,
who has been devising computer
security systemsfor25years, starting
whenwhatisnowcalled the Internet
was in its infancy. His work has been
funded by various defense grants
since 1997. “The biggest surprise is
that we haven’t had a cyber-terrorist
attackyet.”

He and two other UCSB
researchers received their latest
funding in May — $4.3 million cour-
tesy of the U.S. Army.

The computer science professors
predict that a new era of computer
hacking is on the horizon. Instead of

individuals inflicting acts of mis-
chief — temporarily shutting down
the CNN and the White House Web
sites, forexample—they expectthat
teams of experts will plot destruc-
tion to operations controlled by
computers. These include nuclear
reactors, dams, military operations
and transportation systems.

“Onceuponatimeyouwouldsteal
a credit card, or you would steal e-
mail,” said Giovanni Vigna, who is
working with Mr. Kemmerer on the
project. “Butnowitcould be altering
anuclear reactor, opening a dam to
flood acommunityorgettingintothe
transportation system and crashing
ashipment of chemicals into a train,
like abomb.”

Professor Kevin Almeroth also
has joined the team to lend his
expertise in networks as the group
expands the use of its software.  °

The team’s computer protection
system is different from others in
that it can be updated to recognize
newly engineered threats without
having to shut down a computer
system and lose valuable time

Please scc RESEARCH on B4

DQ’C‘ 14/ OO 2



